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INTRODUCTI ON

CCS/MUSICAM USAIs one of thepioneering manufacturers of professional
IP audio codecs for the broadcast markéte launched our line of next
generatiorlP codesi starting withthe Suprimain 2007. Our expertise in this
field has grown along with thearioushardware and software solutiotisat
we have developed in conjunction with aistomersand other professional
broadcastcompanies helping them find viable solutions tacilitate ther
migraton to this new IP technology.

This practical guidas aimed at providing a fundamental understandingllof
the relevant concepts @&udiostreamingover IP networks, as well d®w to
use the different tools provided IGCS/MUSICAM USAto deal with them.
Awarenessof the issues and theay to deal withthem is essential for the
broadcaster to achieve a reliable audio connection over IP.

1.- AUDIO OVER IP

Most of the digital audio communications over the years have been achieved
on synchronous netwks where a common clock is provided at both ends of
the connection, so that is possible to synchronize units with a simple
mechanism of clockextraction Thus, data arrives at the remote end at exactly
the same rate and in the same order as it wagreemthe transmitter.

In addition to that, the data flow was consistent and so was the delay.
Moreover, the type of call tended to be pdampoint and bidirectional.

This is completely different on IP networkshere the flexibility for the type
of physical connections much wider. In addition to thathere is a lack of
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embedded or separatdock, so a clock synchronization algorithm must be
achieved by the IP audio codec to compensate for that.

The data flow is split up ito packets, where eagacket in a stream might be
treated in a different way from the rest, so that the path from the sender to the
receiver might vary depending on several different factors. This might
introduce different delays in the arrival time of each of the audio padkets
other wordsitter in the IP communications.

Figure 1: Jitter

The effect of jitteron the audio communication ipotentially a buffer
underflow on the decoder side. This data starvation wiliseaan audio
interruption.

This behaviorof the network might introduce other important issues, which
need to be taken into account, suctoasand disordereg@ackets.
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Figure2: Different paths and packet disorder
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Figure3: Lost packets.

Usually, one packet is considered as a lost packet when it did not arrive to its
destination due to network congestion or any other problem related to the data
flow process within the path from the soutodhe destination.

However, when talking about audio streaming, some packets might not arrive
or might arrive too late to be processed. In audio streaming the result in both
cases is the same: the packet is consideredi@s @acket and there is a
reaulting loss of audio.
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This loss of audio might result imaudble glitch depending on whether
Gerror concealment O techniqgues can be applied c

To continue the comparison with other digital audio links, IP links need some
extra information which isent over the media along withe actual audio
data, in form of headersvrapgng the audio data, whicincreasethe data
bandwidth needed to achieve the audio streamiiigg size of the audio
packets (frames) wilaffect the overheagercentageso thatthe smaller the
frame, the larger the overheedrelation to the audio dgtaut the smaller the
delay. Therefore,the configuration of this parameter is a tradk between
delay and bandwidth.

“’ P
RTP UDP
Header Header

ETHERNET

IP Header Header

AUDIO DATA

Figure4: Overhead

That 6s why t he dldwflegble dacke sizes 0 d eso thatthes t
user caroptimizethe unit to fitin with thar requirementegarding delay and
bandwidth.CCS/MUSICAM USAIP codecs allow the user to configure the
packet size for all low delay compression algorithifve alsgorovide the user

with a very helpful information windoywwhich informs then about the final

delay and overhead depending on the different packet sizes for the selected
compression mode.
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Figure 5: Web information page

And finally, we also providea very
that allowsreal time

diagnostic  tool

powerful and easy to

use

displayduring the audio connection

of critical parameterghat areessential for finguning of the IPsettings This
tool will provide the user with all the information in real time abouttfad
parametersletailedabove: jitter, lost packets, disordered packets and buffer
occupationThe last chapter explains hdiis works with some screenshots.
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2- TYPESOF IP CONNECTIONS

There are two different technologiasedto establish audioannections over
IP: Unicast and Multicast connectionsor those networks which do not
support Multicast technologyncluding the InternetCCS/MUSICAM USA
have developed a special protocol: Multiicast that is a combination
of these two yipes of connection and is available onGIS/MUSICAM
USA IP audio codecs.

2.1- UNICAST

Unicast connections are point to point connections, pretty similar to those ones
overISDN links, for example. Unicast connectiazan beunidirectionalor bi-
directional In addition, unidirectional connections can be outgoing or
incoming data connections: Unicast Tx or Unicast Rx connections
respectively.

- Calling to 192.168.0.2 =~~~ - N

Unit A —_ — Unit B
192.168.0.1 «—  WdoPRTP 192.168.0.2

Figure 6: Unicast connection
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2.2-  MULTICAST

Multicast connections are point to myioint unidilectional connections.

With MULTICAST the calls must be made from both ends. Both the sender
of the data and all the receivers of the data must call to establish a connection
to the multicast group. The multicast operation can be seen in the following
diagram:

Suprima
RX

Suprima
Rx

Figure 7: Multicast connection

The big advantage of multicast is that the required bandwidth remains the
same regardless of the number of destination, be it 1. @hi¥ isthe most
appropriate  mode for audio distribution from one soutoe several
destinations at the same time and with the same audio.

The only drawback is that not all IP networks support Multicast. In Wade
area networks such #%e Internetdo not support this mode.
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2.3-  MULTI -UNICAST

With the inclusion of MultiUnicast, the user can simulate a Multicast point to
multi-point connection over IP by establishing as many unicast connections as
the number of receivers. This allows the user to send the same audio to up to
10 different destinations over those IP networks clwhdo not support

Multicast.
CODEC Rx1
Audio #Tx1 e » Audio #Tx1
/" Unidirectional
CODEC Tx1 i Call to Rx1
Audio #Rx3 _ R e » Audio #Tx1
' Unidirectiional 3
Call to Rx2
______________________ " Audio #Tx1
) ‘ Bidirectional .
fffff + Stereo Audio Input | Call to Rx3
------ Control Path 1 Audio #Rx3
Stereo Audio Output | CODEC Rx10
| E— | Audio #Tx1
Unidirectiional .-~ EEER &) oooooo & ==,
Call to Rx10

Figure8. Multi-Unicast

The only drawback of this mode idat the required bandwidtht the
transmitter sidevill multiply by the number of receivers.
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3.- PROTOCOLS

The type 6 connections over IP mentioned above, do only define a means to
carry data from one sender to one or multiple receivers, but they do not define
the way to establish, control and tear down the connection, as well as the
mechanism to negotiate the compressnode for the audio connections and
the way to embed other auxiliary data information along with the audio within
the audio stream.

CCS/MUSICAM USA has developed hardware and softwaleat supports
both proprietary and international standards basedopals €BU TECH
3326 standard for audio contribution over IP).

3.1- THE EBU TECH 3326 STANDARD FOR AUDIO CON TRIBUTION OVER IP

The European Broadcast Union (EBU) is promoting the interoperability of
audio codecdrom different manufactures. For this purposeit has been
proposed to use and deploy a subset of the existing Internet Protocols
SIP/SAP/RTP and SD#heseare the main protocols, althoughh e &IBr m o
is commonly used to refer to the whole standard.

This cooperation will allow users to sgi and use audio streaming
communications between different vendors equipment in a consistent easy
to use way.

CCS/MUSICAM USA is committed to work alongside the EBU NACIP
group in the definitiorand implementatioof this new standard for awaover
IP. From the beginningcCS/MUSICAM USAhave keptat the forefrontof
thesedevelopments andnsuring that all lategtrotocols stated as 'mandatory'
in the standard specificati@re implemented

The first version of this standard was released G872as EBU Tech 3326
standard.
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3.2- CCSPROPRIETARY ALGORITH MS

Due to the lack of standards in the early d&GSSstarted developing itswn
proprietary protocols to enable IP streaming connections

] CCSReal Time Control Protocol RTCP): This is a prtocol based on
TCP that allows for the establishment and termination of a connection
as well as for the negotiation of the codec mode (automatic audio

synchronzation in all modes).

] CCSReal Time Protocol @RTP): This is a protocol based on BD
usedfor the transmission of audio.

Even thouglhthere isa standard defined by the EBU group in this regatd,
the time of writing this documerere arestill some features which have not
beenaddressed by, but they areeoveredby our CCSPropretary algorithms,

such as:
2 Asymmetric audio compression: WithiCS Proprietary Protocols, it is

possible to encode and decode in different compression modes.

> Auxiliary data: SIP does not define a common way of embedding
auxiliary data along with the audidata, whilst CCS Proprietary
Protocols support auxiliary data oviér for all supported compression

modes.

2 Backup procedures: Nt CCS Redundancy Protocol allows one
backup IP codec to provide resiliency for up to N active IP codecs.

This protocol has B enhanced so thdt one of the caller devices
fails, the Backup device taks over and establigs the connection,

copying theconfigurationsettingsfrom the faileddevice.
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BKUP
CTRL

S

Figure 9. N+1 Redundancy Protocol

The N+1 relundancy protocol runs over IP, and adgS/MUSICAM

USA IP codec can act as #ackup device for any other
CCS/MUSICAM USAcodec. This makes it possible to control one unit
with another different one (independeafthardware), which does not
have to be irthe same place necessarily, as long as the corresponding
audio signals are available at both sites.

In addition to that, ISDN can be used aBackup for the IP & X21
interfaces in case of failure.

None of these proceduresDevice Redundancyand Network
Redundancyare covered by the NACIP standard.

2 Overhead: Our proprietary protocols add less overhead to the audio
connection.

2 Control protocol:Using theCCSProprietary Protocols, it is possible to
enable/disable th&€ontrol Protocolfor the connetion. This part is
responsible for the establishment, negotiatimonitoing and ending
the audio connectionThis Control Protocol is similar tahe SIP
protocolin this regard.

With this control part, it is possible to establish the cotioedrom
either end without needing anwtervention at the remote end. In
addition, as this control protocol continuously checks whether the

status of the remote peer is ok, it is possible to know whether the
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connection is up and ready at any given momeithout havingto
monitor the codec at the remote site

In some instanceshere are some applicatowhere the underlying

media for the IP connection is unidirectiosal in this case, a Control

Protocol like this would fail, given that it need bidrectional link to

work. For tlesescenarios i1t 1 s possible to disab
fort he audi o connection. Theangr awbac
control of the remote end status, and the call will have to be established

from both ends.

2 NAT Traversal mechanism€CS Proprietary Protocol3 introduces
NAT Traversal techniques to allow automatic, configuration free
connection through router3o help the user understand this feature,
we will explain this concept in the following suhapter.

3.2.1- Network Address Translation

Any IP device connected to the Internet needs a unique IP address. The
availablerange of IP addresses for the IPv4 standard is limited and it is not
large enough to cover all IP devices around the world.

To deal with this Initation, NAT enables multiple hosts on a private
network to access the Internet using a single public IP addressefore,

two different ranges of IP address are defined: internal or private and
external or public.

Once an internal host has initiatecdc@nection to an external IP device
through the NAT enabled (router), the reverse paththe routeris
enabled but any other unsolicited incoming traffic is reject@dewall).
Depending on the type of NAThis reverse path will be available to any
application on any external host, or only to the host and application which
was accessed from the internal hokhis last type is called Symmetric
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NAT, one of the mostcommonly implemented types in commercial

routers.
10.10.10.10 80.80.80.80
:5060 ;7000
— :
By S
—
<= No A
) —

Figure D. Unsolicited incoming traffic blocked (firewall) by the NAT
router.

Sometoolsto deal with NAT rely on the supposition that this NAT router
wonoét be of the symmetric NAT type,
helps the internal codec connect to éxternal one by opening a path in

the routers at both ends of the connection. STUN is a protiesignto
achievethis solution in a more standard way.

10.10.10.10 80.80.80.80
:5060 7005

) Internet

iy S
.80.80.80

:7000

Figure1l Unsolicited incoming traffic is allowed by the NAT router (not
symmetrical NAT) via the reverse path opened with the help of the STUN
server.

However, none of thedeolswork well when the NAT at either end of
symmetric NAT type.
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To solve this problemCCSintroducedProprietary IP Protocol v3, which
allows thebidirectionaldata flow to get through any type of NAT router at
the caller side be it symmetric NAT or not, with zero configuration.

4- CCSPLLADJUSTING MECHAN ISM

Due to the lack of a clock to provide a common way of synchronizatien

the IP network, a mechanism to compensate for that must be built into the IP
codec.Otherwise, the jittefslightly different clock frequencieshherent to

the AD/DA clocks in the converters at both ends of the connection would lead
to inconsistent delay and audioentuptions.

The CCSPLL algorithm controls the DA data rate by fine adjustment of the
PLL clock in the receiver, so that when the buffer occupation goes down, this
algorithm will slow the PLL down, so that the buffer consumption is
decreased and the buffean recover its original status. The other way around,
it will speed up the DA data rate in case of buffer overflow.

This mechanism assuresliable andconsistent audidlow even whenthe
underlying transmissionmedia lacksany form of conmon synchroraation
clock, as it is the case with all IP networks.

The 6Streaming bardé on the web contr ol
the user in real time about the operation of the PLL adjusting algorithm. Thus,

when this bar goes to the left, it means thatbuffer occupation is decreased

and the PLL mechanism ha®wed dowrthe DA clock, and vice versa.

Realtime
Network
Analyzer

! It is needed to configure the NAT or Port Forwarding capability on the r outer at the
calle d side, but this side is usually the Studio/Transmitter end, where the router should
be accesible.
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